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Executive Summary

T procurement and license management sit at the intersection of

finance, IT operations, and audit. Done well, the practice unifies
hardware, SaaS subscriptions, and software licenses into one auditable
register, captures 15-25% hardware savings against list pricing, and
recovers $40,000-$80,000 in over-licensed seats per quarter on a
typical 200-seat SaaS. Done poorly, the same surface produces audit
findings, true-up surprises, and a quiet 10-20% of headcount-

equivalent spend that nobody can explain.

Why IT Asset Management Matters

The asset register is the single most-requested artifact in security
audits and the single most-neglected data source at most growth-stage

SaaS companies. SOC 2 CC6.1, ISO 27001 Annex A.5.9



(Inventory of information and associated assets), and
HIPAA 164.310(d)(1) all require a complete, current asset
inventory. The same register answers "who has access to what" for
security, "what are we paying for" for finance, and "where is that
laptop" for IT. Three audiences, one source of truth, if the discipline

holds.

The discipline is hard at scale. A 200-person SaaS typically has ~250
laptops (extras for new hires and replacements), ~60 SaaS tenants
with seat-based licensing, and thousands of individual license
assignments. Spreadsheet-based tracking misses 30% of that surface
within a year. The recurring promise of an asset-management platform
is to close the gap; the recurring failure is to wire the platform to

authoritative data sources.

The ITAM Standard

ISO/IEC 19770-1 (IT Asset Management) defines the management-
system standard for ITAM. The framework's value is not certification
but vocabulary: baseline assessment, life cycle process
integration, and tactical processes (acquisition, deployment,
retirement). Most growth-stage organizations skip the formal standard

and adopt an operational subset.

Procurement: Hardware and SaaS

Procurement is two separate disciplines that share an approval

workflow. Hardware procurement is episodic and capital-intensive;



SaaS procurement is continuous and operating-expense.

Hardware Procurement

The reseller layer matters. Direct-from-vendor purchasing rarely
captures volume tiers a small SaaS qualifies for. Consolidating through
a vetted reseller network captures the discount and adds onboarding-

kit logistics.

Reseller Programs

Insight, CDW, SHI, and the manufacturer direct-business programs
(Dell Premier, Lenovo Pro, Apple Business) cover the bulk of
the U.S. corporate hardware market. Each has minimum-volume
thresholds; aggregating procurement through one or two preferred
resellers crosses those thresholds even at a 100-200 person scale.
Typical hardware savings land at 15-25% off list, with onboarding
kits drop-shipped to new hires and chain-of-custody tracked from PO
through deployment.

Standard Configurations

Configuration sprawl is the hidden tax of ad-hoc procurement.
Defining 3-5 standard hardware configurations per role (engineering,
design, sales, customer success, executive) shrinks the catalog,
simplifies imaging, and allows volume buys against the standards.
Non-standard requests route through documented exception

approvals.



SaaS Procurement

SaaS spend is the line item growing fastest at most SaaS companies
(the irony is acknowledged). Microsoft 365, Google Workspace,
Adobe Creative Cloud, JetBrains, GitHub Enterprise,
Atlassian Cloud, Slack, Zoom, Datadog, PagerDuty, Notion —
each with seat-based pricing, each with usage data accessible via API,

each with renewal cycles that hit at different times.

The discipline is reconciliation: every 24 hours, pull seat assignments
from the tenant API, compare against the authoritative HR roster, and
flag anomalies (departed employee with active seat, never-logged-in
user, allocated-but-unused seat). The savings appear in re-tier

recommendations on the next monthly report.

License Compliance and
Reconciliation

License compliance is where most companies bleed money — and

where audits expose the cost of inattention.

The API Connections That Matter

Microsoft Graph API — Microsoft 365 license assignments,

last-active timestamps, group membership

Google Admin SDK — Workspace seats, last-active,

organizational unit assignments



Adobe Admin Console API — Creative Cloud entitlements,
deployment history

Atlassian Cloud APIs — Jira and Confluence seat counts, group

membership

GitHub Enterprise REST/GraphQL — seat assignments, last-
active, SSO bypass detection

Slack SCIM — workspace membership, guest accounts,

deactivated-but-billable users

The Reconciliation Cadence

Daily, or near-daily, automated reconciliation against the HR roster.
"License usage thresholds flagged at 80% allocated" is the standard
signal — when seat utilization crosses 80%, schedule a renewal-tier
review before the renewal date arrives, not after. Over-provisioned
seats get a re-tier recommendation in the next monthly report; under-

provisioned subscriptions get a usage spike investigation.

True-up Discipline

Software vendors increasingly audit usage against entitlement,
especially in enterprise license agreements with Microsoft, Adobe, and
the major database vendors. A clean reconciliation process makes the
true-up a non-event. An ad-hoc spreadsheet process makes the true-up

a fire drill that consumes weeks of legal and finance time.

Asset Lifecycle



The lifecycle phases — procurement, deployment, in-life, refresh,

disposal — each have their own controls.

Deployment via MDM

Mobile Device Management is the operational backbone of in-life
management. Jamf or Kandji for Apple, Microsoft Intune for
Windows, Apple Business Manager + Android Enterprise for
mobile. The MDM is the source of truth for what is deployed where;
integrating procurement so that PO data flows into MDM at
deployment time eliminates the spreadsheet handoff that loses 10-15%

of devices to drift within a year.

Refresh Cadence

Standard refresh cadence:

Laptops: 3 years (engineering and design may run 2-2.5 years

for performance-sensitive workloads)
Desktops: 4 years
Monitors and peripherals: 5 years

Networking: per-vendor warranty cycle (typically 3-5 years for

Meraki, longer for Cisco enterprise)

Aligning refresh with depreciation schedules and product launch
calendars avoids the worst-case scenario: a refresh wave landing in the

middle of a major release.



Disposal

End-of-life devices route through certified ITAD partners with NIST
800-88-compliant data sanitization. The Certificate of
Destruction is the audit-grade evidence; without it, the asset register
cannot show "retired" with confidence. Most ITAD partners return

certificates within 30 days of pickup.

Common Pitfalls

Spreadsheet ITAM: a Google Sheet has no API into the MDM,
no enforcement, no reconciliation cadence. It misses 30% of

devices within a year and 50% within two.

Standalone procurement tooling: a procurement tool not
wired to the asset register creates a second source of truth that

diverges from the first.

Reactive renewals: negotiating SaaS renewals at the renewal

date eliminates leverage. Start the renewal review 90-120 days
ahead.

Untracked SaaS sprawl: shadow SaaS — subscriptions paid by
individual cards or expensed by team leads — bypasses the
register entirely. Mitigate via SSO-mandatory policies and

corporate-card analytics.

End-of-life without disposal evidence: "we wiped it" is not
evidence. NIST 800-88 sanitization with a Certificate of

Destruction is.



Measured Outcomes

15-25% hardware savings through reseller programs and

standardization

$40K-$80K per quarter license recovery on a 200-seat SaaS

via continuous reconciliation

5 business days typical offer-acceptance to provisioned-laptop

time

Audit-ready asset register: SOC 2 CC6.1, ISO 27001 A.5.9,
HIPAA 164.310(d)(1) evidence in a single export

True-up audits become routine, not fire drills

How Jacobian Helps

Procurement and license management sit at the intersection of
operations, finance, and audit — three disciplines that rarely share
tooling and rarely share priorities. Our team brings the audit and
compliance perspective to ITAM design, the operational discipline to
MDM and reconciliation, and the negotiation experience to vendor-
management. We integrate Jamf, Kandji, or Intune with your HRIS,
build the API-driven reconciliation pipeline, and stand up the reseller
relationships that capture the volume tiers your team would not
qualify for individually. The asset register we hand off is a SOC 2,
HIPAA, and ISO 27001 control on day one, not a document built
before the audit.
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