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Executive Summary

edRAMP authorization is the prerequisite for selling SaaS to U.S.

federal agencies, and an increasingly common requirement in

state and local government procurement (where StateRAMP applies

the same framework). It is expensive ($750K-$2M for the first

year), slow (12-18 months minimum), and operationally

heavy (continuous monitoring, monthly scans, annual

penetration tests). The decision to pursue FedRAMP is a go-to-

market commitment, not a checkbox. This playbook describes the

operational discipline of running a FedRAMP authorization for a



cloud-native SaaS — sponsorship strategy, architecture choices,

control implementation, 3PAO coordination, and the continuous-

monitoring obligations that keep the authorization alive.

Why FedRAMP Discipline Matters

FedRAMP is the most-failed compliance program at startup scale.

Companies underestimate the timeline, scope creep on system

boundary, and arrive at the 3PAO assessment with control gaps that

should have been closed in the design phase. The cost of a failed first

attempt is rarely just dollars — it is missed government contract

windows, delayed authorization, and depleted engineering capacity.

The companies that succeed treat FedRAMP as an engineering

discipline first and a documentation discipline second. Controls

implemented in Terraform, evidence auto-generated from

infrastructure state, continuous monitoring wired into the same

observability stack that drives application reliability — these are the

patterns that produce a clean assessment in 12-18 months rather than

24-36.

Sponsorship Strategy

FedRAMP offers two paths to authorization:



Joint Authorization Board (JAB) Provisional
Authorization

The highest bar and the most reusable. The FedRAMP JAB reviews the

package and provides a Provisional Authorization that any federal

agency can leverage. Requires NIST 800-53 Rev 5 control

implementation across the full Moderate baseline (300+ controls) and

a willing federal sponsor. JAB authorizations also require a Connect to

push for prioritization — the JAB only takes a limited number of new

packages per year.

Agency Authority to Operate (ATO)

Faster to first contract but produces an authorization that other

agencies must independently approve. Requires identifying a single

federal sponsor, completing the assessment, getting their ATO, then

expanding to other agencies as they independently approve. Most

early-stage FedRAMP candidates pursue Agency ATO with their lead

federal customer, then pursue JAB once revenue justifies the

additional rigor.

StateRAMP

StateRAMP applies the FedRAMP control framework to state

government procurement with reciprocity across participating states.

Technical requirements are nearly identical to FedRAMP Moderate;

differences are in submission process, sponsorship model (state

agency rather than federal), and ongoing fees. Some states (Texas TX-



RAMP, California Cal-Secure) maintain parallel state-specific

programs with overlap to StateRAMP.

Practical Implementation

Architecture: AWS GovCloud (or Azure
Government)

Most FedRAMP customers deploy on AWS GovCloud (US-East

and US-West regions). Azure Government covers customers with

existing Microsoft ecosystem investments. Google Cloud Assured

Workloads for Government is supported but less common. The choice

is driven by existing engineering ecosystem, customer requirements,

and pricing — there is no single right answer.

NIST 800-53 Rev 5 Control Implementation

The Moderate baseline requires implementing 300+ controls across 17

control families. The FedRAMP-specific overlay adds requirements

(e.g., FIPS 140-2 validated cryptography, specific logging retention) on

top of the NIST baseline.

Access Control (AC): Role-based access via IAM Identity

Center, MFA enforcement, account lifecycle management. ~30

controls.

Audit and Accountability (AU): CloudTrail organization-

wide, log retention 1 year minimum (3 years preferred),

centralized log analysis.



Configuration Management (CM): Terraform-based

configuration baselines, change-management workflow, drift

detection through AWS Config.

Incident Response (IR): Documented runbooks, quarterly

tabletop, annual full exercise, US-CERT reporting integration.

System and Communications Protection (SC): FIPS 140-2

validated cryptography (KMS with FIPS endpoints), TLS 1.2+

everywhere, network segmentation.

System and Information Integrity (SI): Vulnerability

scanning monthly, GuardDuty enabled, Inspector for endpoint

scanning, malware detection.

System Security Plan (SSP)

The SSP is the central authorization document. Modern FedRAMP

SSPs use the OSCAL (Open Security Controls Assessment Language)

format for machine-readable submission. Each control

implementation includes responsibility matrix (CSP, customer,

hybrid), implementation description, and evidence references.

3PAO Assessment Process

The 3PAO (third-party assessment organization) — accredited firms

like Coalfire, A-LIGN, Schellman — conducts the technical assessment.

Standard cycle:



Pre-assessment readiness: 4-8 weeks of joint review, gap

identification, evidence collection

On-site assessment: 2-4 weeks of interviews, technical testing,

evidence sampling

Findings and POA&M: 2-4 weeks of remediation against any

findings, Plan of Action and Milestones for items that can't close

immediately

Final report and authorization package: 3PAO submits

assessment report, customer submits authorization package to

JAB or sponsoring agency

Continuous Monitoring (ConMon)

FedRAMP authorization is not a one-time event — it requires ongoing

continuous monitoring:

Monthly: Vulnerability scan reports, deviation requests, change

requests submitted to PMO

Quarterly: POA&M updates, system inventory updates

Annually: Penetration test, annual assessment, SSP refresh

As-needed: Significant change reviews for major architectural

changes

Common Pitfalls



Underestimating timeline: 24-36 month first-attempt

timelines are common. Disciplined engineering teams hit 12-18.

Scope creep on system boundary: Defining the boundary too

broadly explodes control count. Define it as narrowly as the

customer use case allows.

SOC 2 prerequisite skipped: Customers without SOC 2 Type

II maturity should plan an extra 6-12 months. The operational

discipline is a superset.

Documentation-first approach: Writing the SSP before

implementing controls produces fiction. Implement first,

document the actual implementation.

ConMon afterthought: Authorization without ConMon

discipline is theater. Monthly scans must run on schedule, year

over year.

Outcomes

12-18 month FedRAMP Moderate authorization from

kickoff to ATO

NIST 800-53 Rev 5 controls implemented in Terraform

with auto-generated evidence

FedRAMP Marketplace listing as Authorized status, opening

federal sales channel

Continuous monitoring infrastructure sustaining

authorization year over year



How Jacobian Helps

Our team's compliance background is in audit and operational

programs that survive third-party scrutiny. FedRAMP is engineering-

led — controls implemented in Terraform with auto-generated

evidence, AWS GovCloud architecture deployed in 4-6 weeks, 3PAO

relationships pre-existing so the assessment process is collaborative

rather than adversarial, and continuous monitoring infrastructure that

satisfies the monthly scan and ongoing change-management evidence

requirements automatically. We don't replace your federal contracting

counsel; we provide the engineering and security artifacts that make

their submissions defensible.
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