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Executive Summary

HIPAA compliance is often treated like a paperwork exercise. In practice, it is an operating
requirement for how you protect electronic protected health information (ePHI) across people,
process, and technology. If you are a covered entity, a business associate, or a digital health
company that supports patient care, you eventually need to answer the same questions from
partners, customers, and internal leadership. Where does ePHI flow? Who can access it? How do
you know controls work, not just on paper?

This guide explains how to implement a practical HIPAA Security Rule program in modern cloud
environments. It focuses on risk analysis, safeguards, and audit readiness. You will learn how to
scope your HIPAA environment, design administrative, physical, and technical safeguards, and
build an evidence routine that is realistic for small and mid-sized healthcare organizations.

HIPAA basics for healthcare technology teams

HIPAA is a US federal law that sets expectations for protecting health information. It includes
multiple rules that work together. The Privacy Rule defines how protected health information (PHI)
may be used and disclosed. The Security Rule focuses on safeguards for electronic PHI. The
Breach Notification Rule defines when and how affected parties must be notified after certain
types of incidents.

Many healthcare teams ask a reasonable question. Is HIPAA a security framework? It is not.
HIPAA sets required outcomes and broad categories of safeguards, but it does not prescribe a
complete technical control catalog. That is why many organizations use structured security
frameworks, such as NIST-based programs or HITRUST, to turn HIPAA requirements into
measurable controls.

What counts as PHI and ePHI?

PHI is individually identifiable health information that is created, received, maintained, or
transmitted by a covered entity or business associate. ePHI is PHI in electronic form. The
definition is broader than many teams expect. It can include data stored in databases, files in
object storage, documents in ticketing systems, and even screenshots if they contain identifiers.

* Clinical records: Diagnoses, medications, lab results, imaging references, and treatment
notes.
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* Identifiers: Names, addresses, dates of birth, phone numbers, email addresses, and medical
record numbers.

° Operational data: Appointment history, billing details, claims data, and care coordination
notes.

* Derived data: Logs, analytics events, or machine learning features that can be linked to a
person.

Covered entities, business associates, and business associate agreements

HIPAA compliance obligations depend on your role. Covered entities include healthcare providers,
health plans, and clearinghouses. Business associates are organizations that perform certain
functions or services for a covered entity where PHI is involved. A cloud-hosted patient
engagement platform, a billing vendor, or a transcription service can all be business associates.

A business associate agreement (BAA) is the contract mechanism that defines responsibilities for
safeguarding PHI between parties. A common mistake is assuming a BAA is only needed with a
cloud provider. In reality, any vendor that creates, receives, maintains, or transmits PHI on your
behalf may require a BAA or equivalent contractual commitments.

The HIPAA Security Rule in plain terms

The HIPAA Security Rule requires covered entities and business associates to implement
reasonable and appropriate safeguards to protect the confidentiality, integrity, and availability of
ePHI. The Security Rule is organized into three safeguard categories: administrative, physical, and
technical. It also requires a continuous process of risk analysis and risk management.

Risk analysis is not optional

A HIPAA risk analysis is a structured review of threats, vulnerabilities, likelihood, and impact for
systems that handle ePHI. It is the backbone of a defensible compliance program. Without it, it is
difficult to justify why a control is in place, why another control is not, and how priorities were set.

What does a useful risk analysis look like? It inventories where ePHI exists, documents key data
flows, identifies realistic threats, and maps current controls to risks. It produces a risk register and
a remediation plan with owners and due dates.

Administrative safeguards
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Administrative safeguards are the policies, procedures, and management actions that make
technical safeguards work consistently. For many organizations, this is where HIPAA programs
succeed or fail. Technology can enforce access controls, but people still need a process for
granting access, reviewing access, and removing access when roles change.

* Security management process: Risk analysis, risk management, and a documented
approach to addressing findings.

Assigned responsibility: Clear ownership for security and compliance tasks, even if the team
is small.

Workforce security: Onboarding, role changes, and offboarding processes that remove
access promptly.

* Information access management: Least privilege, approvals, and periodic access reviews for
systems with ePHI.

Security awareness and training: Training that reflects real workflows such as support
access and incident reporting.

Incident procedures: A defined process for detection, triage, containment, and recovery.
Physical safeguards

Physical safeguards protect the environments where systems and devices that access ePHI exist.
In a cloud-first organization, physical safeguards are not only about data centers. They also
include laptops, mobile devices, and office networks. If your workforce is remote or hybrid,
physical safeguards become a daily operational concern.

Facility access controls: Policies for office access, visitor management, and secure storage
of equipment.

Workstation use: Expectations for screen locks, privacy screens where needed, and
prohibitions on risky use.

* Device and media controls: Asset tracking, secure disposal, and encryption requirements for
laptops and mobile devices.

Technical safeguards

Technical safeguards are the technical controls that protect ePHI and provide accountability.
These are the safeguards most teams think of first, but they only work well when administrative
safeguards are in place.

Access controls: Unique user identification, strong authentication, and a way to grant
emergency access when needed.
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Audit controls: Logging and monitoring of activity that affects ePHI, including administrative
actions.

Integrity controls: Mechanisms that help prevent improper alteration or destruction of ePHI.

Transmission security: Protection of ePHI in transit, commonly using modern TLS
configurations.

HIPAA compliance in cloud environments

Cloud hosting can improve security when implemented well. It can also create gaps when teams
assume the cloud provider handles everything. The practical concept is shared responsibility. The
provider secures the underlying infrastructure. You are responsible for how you configure services,
manage identity, and operate applications that process ePHI.

Scoping your cloud environment for HIPAA

Scope defines which applications, systems, people, and vendors are part of your HIPAA program.
If scope is unclear, teams either over-scope and create unnecessary work or under-scope and
create hidden risk. A simple scoping method starts with two questions. Where is ePHI stored,
processed, or transmitted? Which teams and tools can access it, directly or indirectly?

Production workloads: Applications, APIs, and databases that store or process ePHI.
Identity systems: Single sign-on, multi-factor authentication, and privileged access workflows.
Logging and monitoring: Central log storage, alerting, and incident tracking tools.

Support and ticketing: Ticket systems, chat tools, and call recordings that might contain ePHI.

Third parties: Subprocessors and vendors that can access or host ePHI.
Core technical controls that usually matter most

HIPAA does not prescribe exact technologies, but regulators and partners expect reasonable
controls. The control set below is common across successful HIPAA programs because it supports
confidentiality, integrity, and availability in a measurable way.

Identity and access management

Multi-factor authentication: Require MFA for workforce identities and privileged access.

Least privilege roles: Use roles that match job functions. Avoid shared accounts when
possible.
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Access reviews: Review privileged access on a cadence and document changes.

Break-glass access: Define an emergency access path that is logged and reviewed.

Encryption and key management

Encryption in transit: Use TLS for all external connections and internal service-to-service
paths where feasible.

Encryption at rest: Enable encryption for databases, storage, and backups.

Key management: Define how keys are created, rotated, and accessed. Limit key access to a
small set of administrators.

Logging, monitoring, and audit controls

Audit controls are not just about collecting logs. They are about being able to answer specific
guestions after a security event. Who accessed a record? From where? Was the access
authorized? What changed in production around the time of the incident?

Centralized logging: Send application, infrastructure, and identity logs to a central system with
retention rules.

Alerting: Define alerts for suspicious authentication patterns, data access anomalies, and
privileged actions.

Immutable retention: Protect logs from tampering by limiting write access and using retention
controls.

Vulnerability management and testing

Asset inventory: Maintain an accurate list of systems and services that handle ePHI.
Patching: Define patch timelines based on severity and exposure.

Penetration testing: Test web applications, APIs, and mobile apps that handle ePHI, then
verify remediation.

Backups, disaster recovery, and availability

Availability is part of the Security Rule. In healthcare, downtime can affect patient care and
operations. You do not need an enterprise-scale program to start, but you do need defined
recovery objectives, tested backups, and a way to restore service.

Backup strategy: Back up critical data stores and configuration. Verify restores on a schedule.
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Business continuity planning: Define how you operate during an outage and how you
communicate with stakeholders.

Disaster recovery testing: Run tabletop exercises and periodic technical recovery tests.

Administrative controls that make HIPAA sustainable

Teams often focus on technical controls and then struggle when auditors or partners ask for
policies and consistent processes. Documentation matters because it shows intent and
repeatability. The goal is not to create a binder. The goal is to document what you actually do, then
do what you documented.

Policies and procedures that usually come up

Access control policy: Provisioning, approvals, MFA, access reviews, and offboarding.
Incident response plan: Roles, escalation, communications, and post-incident review.

Vendor management process: How vendors are evaluated, how BAAs are tracked, and how
changes are handled.

Workforce training: Training content, completion tracking, and role-specific expectations.

Change management: How production changes are reviewed, tested, approved, and logged.
Vendor readiness and subcontractors

Healthcare ecosystems rely on third parties. A HIPAA program should maintain a vendor inventory
and identify which vendors can touch ePHI. It should also define what evidence you require from
vendors and what contract language is needed. If you cannot answer who your subprocessors
are, partners will assume you are not managing risk.

Vendor readiness includes practical details. Do vendors use MFA? Do they encrypt data? Do they
have incident response processes? Can they provide audit reports or other evidence? A simple
vendor review checklist can keep this manageable.

"A HIPAA program is tested most when something goes wrong. The value is in clear ownership,
good logs, and a risk register that explains why controls exist.” - Jacobian Engineering
Compliance Team

Evidence and audit readiness
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HIPAA enforcement and partner reviews are evidence-driven. If you are asked to demonstrate

compliance, you need more than a policy document. You need records that show the policy is
followed. What evidence can you produce quickly if asked about access, training, vulnerability
management, or incident response?

Examples of evidence that is easy to operationalize

* Risk analysis report: System inventory, risk register, and remediation plan with owners and

dates.
° Access review records: A dated report of privileged users and the review outcome.
* Training completion: Reports showing onboarding and annual training completion.

* Vulnerability scan reports: Scan results, remediation tickets, and proof of verification.

° Incident exercises: Tabletop exercise notes and updates to procedures based on lessons

learned.

Common HIPAA pitfalls in cloud-based health tech

Most HIPAA problems are not caused by a single missing control. They are caused by a mismatch

between how the system is used and how controls were designed. The pitfalls below show up
frequently in cloud-hosted healthcare environments.

* PHIin support tooling: Tickets and chat tools accumulate PHI without access controls and

retention rules.

* Overly broad admin access: Too many people have production access because there is no

request workflow.

* Logging gaps: Teams collect logs but cannot answer who accessed records and when.

* Untracked vendors: Vendors touch PHI without a maintained inventory and contract controls.

° Backups without restore testing: Backups exist, but no one has confirmed they can restore

under pressure.

Implementation Methodology

Phase 1: Assessment and planning
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Start with scoping and a HIPAA risk analysis. Build an inventory of systems and vendors that
handle ePHI, including less obvious areas such as logs, support tools, and analytics. Document
current controls and identify gaps. Define an achievable remediation plan that aligns to business
priorities.

Phase 2: Safeguard implementation and documentation

Implement technical safeguards such as MFA, encryption, logging, and vulnerability management.
In parallel, write the policies and procedures that reflect how your team operates. Align vendor
contracts and BAAs. Establish a simple cadence for access reviews, patching, and incident
exercises.

Phase 3: Continuous compliance and monitoring

HIPAA compliance requires ongoing attention. Build a compliance calendar so recurring tasks
happen reliably. Use monitoring to detect configuration drift and suspicious activity. Review risk
analysis findings at least annually and after major changes. Treat compliance evidence as a
routine output of operations, not a quarterly scramble.

Business benefits of a practical HIPAA program

° Lower breach risk: Strong access controls and monitoring reduce the likelihood and impact of
unauthorized access.

* Partner confidence: Clear evidence and vendor controls make security reviews less
disruptive.

* Operational resilience: Backups and recovery planning reduce downtime and support patient
care operations.

* Clearer decision-making: A risk register and control ownership help teams prioritize work
under constraints.

Frequently Asked Questions

Is there a HIPAA certification?

HIPAA does not offer an official certification. Organizations typically demonstrate compliance
through documented safeguards, risk analysis, partner assessments, and third-party evaluations
such as SOC 2 or HITRUST when required by customers.
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Do we need encryption for ePHI?

HIPAA treats encryption as an addressable safeguard, which means you must implement it if
reasonable and appropriate, or document an alternative that manages the risk. In modern cloud
environments, encryption at rest and in transit is usually expected by partners and security
reviewers.

How often should we do a HIPAA risk analysis?

At a minimum, perform a risk analysis annually and whenever there are material changes such as
a new product line, major infrastructure changes, or new data flows involving ePHI. Annual
cadence is common because it aligns to planning and budgeting cycles.

Does HIPAA apply to our SaaS product?

If your product handles PHI on behalf of a covered entity, it likely makes you a business associate.
The safest approach is to map data flows and confirm whether PHI is created, received,
maintained, or transmitted. Then align contracts and safeguards accordingly.

How can Jacobian Engineering help?

Jacobian Engineering supports HIPAA programs through risk analysis, policy writing, technical
safeguard implementation, vendor risk management, and penetration testing for web apps, APIs,
and mobile apps. For organizations that need ongoing help, Jacobian also provides managed
cloud and security operations services to support continuous monitoring and evidence collection.

Conclusion

HIPAA compliance becomes manageable when it is treated as an operating system for protecting
ePHI. Scope your environment, perform a defensible risk analysis, implement safeguards you can
run consistently, and collect evidence as part of normal operations. That approach supports
compliance and improves security outcomes at the same time.

If you need help scoping HIPAA systems, building a risk register, or implementing practical
safeguards in your cloud environment, Jacobian Engineering can help you build a program that fits
your organization and holds up under scrutiny.
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