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Executive Summary

Healthcare organizations often assume HIPAA is the only privacy regime that matters. That
assumption breaks down as soon as you serve patients, customers, or research participants in
other regions. The EU General Data Protection Regulation (GDPR) applies to many healthcare
and digital health companies that offer services to people in the EU or monitor their behavior.
GDPR also treats health data as a special category of personal data, which increases
expectations for how it is collected, protected, and governed.

This guide explains GDPR requirements for health data in plain language. It covers when GDPR
applies, what "special category" means, the practical security and governance controls that
support GDPR, and how to build documentation that holds up during partner reviews and
regulatory inquiries. If you are expanding internationally, what is your plan for proving privacy
controls without slowing down your product and operations?

When GDPR applies to healthcare and digital health

GDPR applies to organizations established in the EU, and it can apply to organizations outside the
EU when they offer goods or services to individuals in the EU or monitor the behavior of
individuals in the EU. In healthcare, the most common triggers include telehealth services, patient
portals, wellness programs, clinical research, and digital therapeutics delivered across borders.

GDPR obligations attach to processing activities, not just to where your company is incorporated.
A US-based company can fall under GDPR when it targets EU residents. That is why GDPR
readiness starts with a data and business mapping exercise rather than a legal checklist.

Common healthcare processing activities that create GDPR exposure

* Telehealth or remote care: Services delivered to patients in the EU or to EU residents
traveling abroad.

* Clinical research: Collection of study data from EU participants, including wearable data and
survey responses.

Patient engagement tools: Portals, messaging, scheduling, or medication adherence tools
used by EU residents.

* Website and app analytics: Tracking behavior of EU visitors, especially when combined with
health-related profiling.
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Customer support: Support interactions that capture sensitive information in tickets or
recordings.

Health data is "special category" data under GDPR

GDPR defines personal data broadly as any information related to an identified or identifiable
person. Health data is treated as a special category, which means it has additional protections and
restrictions. Special category data generally requires both a lawful basis for processing and an
additional condition that permits processing of sensitive data.

Teams often ask a simple question. If we already protect health data, why does GDPR matter?
GDPR adds requirements around transparency, rights management, and documented
decision-making. It also creates expectations for privacy engineering that go beyond basic security
controls.

What counts as health data in practice

Health data is not limited to clinical notes. It can include data that reveals health status, health
history, or health-related inferences. Some examples include diagnosis codes, lab results,
appointment history, and data from connected devices. It can also include information that
becomes health-related when combined with other data.

Roles: controller and processor

GDPR distinguishes between controllers and processors. Controllers determine the purposes and
means of processing personal data. Processors process personal data on behalf of controllers.
Many healthcare companies act as both depending on the workflow. For example, a provider may
be the controller for patient care data, while a service vendor acts as a processor.

Role clarity matters because it shapes contracts, security responsibilities, and response
obligations. If you cannot explain your role to a partner, contract negotiations and audits tend to
stall.

Data processing agreements and sub-processors

Controllers and processors typically enter into a data processing agreement (DPA) that defines
security expectations, confidentiality, breach notification, and sub-processor rules. A practical DPA
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process includes maintaining a vendor inventory, documenting what each vendor processes, and
reviewing whether sub-processor locations and security posture fit your risk profile.

Lawful bases and sensitive data conditions

GDPR requires a lawful basis for processing personal data. For special category data such as
health data, GDPR requires an additional condition that permits processing. The correct basis
depends on context. Healthcare often involves medical care, public interest, research, and
consent-based programs. The goal is not to memorize options. The goal is to document why a
particular basis applies to each processing activity.

Practical steps for teams

° Start with processing activities: List what data is collected, why it is collected, and who uses
it.

* Document your basis: For each activity, document the lawful basis and the sensitive data
condition that applies.

* Align product design: Ensure user experiences, consent flows, and notices match your
documented basis.

GDPR principles that shape healthcare systems

GDPR includes core principles that apply across the regulation. In healthcare, these principles
become architecture and workflow questions. What data do you really need? How long should you
keep it? Who can access it, and how do you prove the access was appropriate?

* Lawfulness, fairness, and transparency: People must be informed about processing in a
way they can understand.

° Purpose limitation: Data collected for one purpose should not be reused for unrelated
purposes without a valid basis.

* Data minimization: Collect the minimum data needed for the purpose.
* Accuracy: Keep data accurate and provide mechanisms to correct it.
* Storage limitation: Define retention periods and delete data when it is no longer needed.

° Integrity and confidentiality: Implement security controls to protect data from unauthorized
access and loss.

* Accountability: Be able to demonstrate compliance through documentation and evidence.
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Privacy by design and default in health applications

GDPR encourages privacy by design and default. In practice, this means building systems that
minimize data collection and exposure unless there is a clear purpose. In healthcare, the easiest

way to make privacy unsustainable is to add tracking and data sharing as an afterthought.

Design questions that improve GDPR outcomes

* Can we collect less? Many health apps collect more fields than they use. Reducing collection

reduces risk.

° Can we separate identifiers from clinical data? Separating identifiers can reduce exposure

when analytics or research datasets are created.

* What is our default retention? If the default is "keep forever," the program will accumulate

hidden liabilities.

* How do we prevent sensitive data in logs? Logging standards and redaction patterns are

privacy controls.

Security of processing: building GDPR-friendly controls

GDPR requires "appropriate" technical and organizational measures. Healthcare organizations
can interpret this requirement in practical terms. Implement controls that protect data at rest and in
transit, limit access, log activity, and support recovery. Then document those controls so you can

demonstrate they exist and operate.

Access control and identity

* Multi-factor authentication: Require MFA for workforce access and privileged roles.

* Least privilege: Use role-based access and approvals for sensitive systems.

° Access reviews: Review privileged access and sensitive data access on a cadence.

Encryption and key management

* Encryption in transit: Use modern TLS configurations for data transfer.

* Encryption at rest: Enable encryption for databases, storage, and backups.
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* Key access controls: Limit access to keys and document rotation and recovery procedures.

Logging, monitoring, and incident response

Audit logging: Log access to sensitive records and administrative changes.

Monitoring: Alert on suspicious access patterns and configuration drift.

* Incident response plan: Define detection, triage, containment, communications, and recovery.

Records of processing and documentation that partners
expect

Accountability is a core GDPR principle. In practice, partners and regulators expect documentation
that shows you understand your processing activities and have controls in place. For many
healthcare organizations, the most useful document is a clear record of processing activities. It is a
map that connects the purpose of processing, the data involved, the systems and vendors,
retention expectations, and security measures.

Documentation is also how you avoid re-litigating decisions. If a product team asks, "Can we use
this dataset for a new feature,” the answer should not require starting from scratch. A documented
processing record and a DPIA process allow teams to make decisions quickly and consistently.

DPIAs and risk management for health data

A data protection impact assessment (DPIA) is a structured risk assessment for processing that is
likely to result in high risk to individuals. Healthcare and digital health projects often qualify
because they involve sensitive data and can include profiling or large-scale processing.

A useful DPIA is not a formality. It captures data flows, risks to individuals, mitigations, and
decision records. It also creates a repeatable pattern for evaluating new features. When you
launch a new patient-facing capability, do you have a consistent process for evaluating privacy
impact?

Data subject rights and operational workflows

GDPR grants individuals rights such as access, rectification, erasure in some contexts, restriction,
and data portability. Meeting these rights requires operational workflows. A privacy program that
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lives only in a policy document will struggle when requests arrive under deadline pressure.

Building a rights request process

Intake: Provide a clear channel for requests and define verification steps.
* Routing: Identify who owns each data store so requests can be fulfilled efficiently.
Execution: Implement technical capabilities for export and deletion where appropriate.

Tracking: Track deadlines, decisions, and outcomes for auditability.

Breach notification and incident coordination

GDPR includes breach notification obligations that require coordination between privacy, security,
and operations. The practical need is not memorizing legal text. The practical need is having an

incident response plan that can quickly answer what happened, what data was involved, and what
mitigations are in place. When logs are incomplete or access control is unclear, breach evaluation
becomes slow and risky.

Healthcare organizations often have parallel notification obligations under contracts and industry
rules. A well-run incident response program should include a notification decision workflow, draft
communication templates, and a clear internal escalation path.

International data transfers and data residency

Healthcare companies often rely on cloud services and vendors across regions. When data is
transferred internationally, GDPR imposes requirements on how those transfers are protected.
The details depend on legal mechanisms and the specific transfer pattern. From an engineering
and operations perspective, the key is to understand where data is stored and processed, and to
align contracts and controls to that reality.

Data residency requirements can also appear through customer contracts. Many healthcare
partners ask for clarity about where data lives, where support access occurs, and what

sub-processors are involved. If you cannot answer those questions, privacy reviews become slow
and unpredictable.

Cookies, analytics, and tracking in health products
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Healthcare and wellness products often use analytics and tracking to understand user behavior.
These tools can create privacy risk when identifiers, health-related events, or inference data are
sent to third parties. A GDPR program should include a review of tracking technologies and a
decision about what data is appropriate to collect. What is measured, who receives it, and how
long is it retained are all privacy questions.

* Minimize events: Avoid sending health-related details to general analytics platforms.

° Separate identifiers: Use pseudonymous identifiers where feasible and avoid sending direct
identifiers.

* Vendor diligence: Review analytics vendors as processors and document sub-processor use.

Implementation Methodology

Phase 1: Data mapping and applicability assessment

Start by mapping processing activities that involve EU individuals. Identify what data is collected,
where it is stored, and which vendors touch it. Define whether you act as a controller, processor,
or both for each activity. Document lawful bases and sensitive data conditions at the activity level.

Phase 2: Program design and control implementation

Implement security controls that support integrity and confidentiality, including access control,
encryption, logging, and incident response. Build privacy documentation such as records of
processing, DPAs, and DPIAs where appropriate. Define retention rules and data minimization
practices, and incorporate them into product design.

Phase 3: Operationalization and continuous improvement

Establish repeatable workflows for rights requests, vendor onboarding, and incident response.
Monitor for configuration drift and changes in data flows. Review the program when products
change, new vendors are introduced, or new markets are entered. Treat GDPR readiness as an
operating discipline that scales with the business.

Common GDPR pitfalls for health data programs

* Unknown data stores: Teams focus on primary databases and miss data in logs, support
tools, and exports.
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* Unreviewed tracking: Analytics tools collect more than expected and send data to vendors
without clear basis.

° Retention by accident: Data is kept indefinitely because deletion is not designed into systems.

* Role confusion: Controller and processor responsibilities are unclear, leading to contract and
response gaps.

° Documentation gaps: Controls may exist, but there is no record of why decisions were made.

Business benefits of GDPR readiness for healthcare

° Faster international growth: Clear privacy posture reduces friction when entering EU markets
or partnering with EU organizations.

* Reduced review cycles: Documented controls and contracts reduce repeated due diligence.

° Lower incident impact: Strong security controls and defined workflows reduce harm during
incidents.

° Better data hygiene: Minimization and retention discipline reduces operational complexity.
Frequently Asked Questions

Does HIPAA compliance cover GDPR?

No. HIPAA and GDPR are different legal regimes with different requirements. HIPAA focuses
heavily on safeguarding health information in healthcare contexts. GDPR adds broader
requirements around transparency, rights, lawful bases, and cross-border transfers. Organizations
that operate internationally often need both programs.

Do we need a Data Protection Officer (DPO)?

Some organizations must appoint a DPO based on the nature and scale of processing. Even when
not required, many organizations assign a privacy lead and define decision rights. The practical
need is clear ownership of the privacy program.

What is the fastest way to start?

Start with data mapping. If you do not know where EU personal data exists, you cannot implement
the right controls or contracts. A focused data map and vendor inventory often reveal the highest
priority actions.
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How can Jacobian Engineering help?

Jacobian Engineering supports GDPR programs through data mapping, privacy documentation,
security control implementation, and vendor risk management. Because Jacobian also provides
managed cloud and security operations services, the team can help implement monitoring,
logging, and access controls that make privacy programs sustainable.

Conclusion

GDPR compliance for health data is achievable when you treat it as a combination of privacy
engineering and operational discipline. Map processing activities, document your basis for
processing, implement practical security controls, and build workflows for rights requests and
vendor management. Those steps reduce regulatory risk and make international growth more
predictable.

If you need help defining GDPR applicability, building DPIA workflows, or implementing the
security and governance controls that support GDPR in cloud environments, Jacobian Engineering
can help you build a privacy program that holds up under scrutiny.
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