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Executive Summary

If your Al product touches European users, customers, or operations, you will hear questions about the
EU Al Act. Even companies based outside the EU can be affected when they place Al systems on the
EU market or when their systems are used in the EU. For Al teams, the challenge is translating legal
language into engineering work.

The EU Al Act uses a risk based approach. Some Al practices are prohibited. Some systems are

considered high risk and require stronger controls, documentation, and oversight. Other systems have
lighter transparency obligations. This guide explains the core concepts and offers a practical approach
for building an EU Al Act readiness program without turning product development into a legal exercise.

What the EU Al Act is trying to accomplish

The EU Al Act is designed to improve trust in Al systems by setting baseline requirements for safety,
transparency, and accountability. The rules vary based on the potential impact of a system. That
structure matters because it changes what you need to do. A marketing assistant has different
expectations than an Al system used to screen job applicants or assess credit risk.

For most companies, the first step is not implementation. It is classification. Which Al systems do you
have. Where are they used. Which ones fall into higher risk categories. Without that map, compliance
work becomes guesswork.

Key roles and who the rules apply to

The EU Al Act assigns obligations based on your role in the Al supply chain. In simple terms, the more
you shape the Al system and place it on the market, the more responsibility you carry.

Provider: The organization that develops an Al system or has it developed and places it on the
market under its name.

Deployer: The organization that uses an Al system in its operations.

Importer or distributor: Organizations that make Al systems available in the EU without developing
them.

Many Al companies are both provider and deployer. If you host a model and also use it internally, you
may have obligations in both roles. If you offer an API and customers integrate it into a regulated
workflow, you may still be expected to provide documentation and usage instructions.

Risk categories and what they mean in practice

Prohibited practices

The Act identifies certain Al practices that are generally not allowed because they are considered
unacceptable risk. If your product includes sensitive use cases, you should review whether any
prohibited category could apply. Ask a blunt question. Would a regulator view this feature as
manipulative, deceptive, or abusive toward vulnerable people.
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High risk systems

High risk systems face the most structured obligations. High risk classification often depends on the
domain and how the system is used. Examples include systems used in employment decisions, access
to essential services, creditworthiness, education, and certain public sector uses. The safest approach is
to classify systems based on intended use and actual customer use, not marketing language.

Transparency obligations for other systems

Systems that interact with people, generate content, or can be mistaken for human output may have
transparency requirements. Users may need to be informed that they are interacting with Al, and
synthetic media may need to be disclosed. For product teams, transparency is a design requirement, not
a footnote.

Core requirements for high risk Al systems

If your system is classified as high risk, the EU Al Act expects a set of controls that look familiar to
security and quality teams. The difference is that the controls focus on Al specific failure modes and
impacts.

Risk management system

A high risk Al system should have an ongoing risk management process. That includes identifying
foreseeable harms, defining mitigation steps, and updating controls as the system changes. A one time
assessment is not enough. What happens when you retrain a model. What happens when customer
data shifts. What happens when an adversary starts probing your API.

Data governance and data quality

Data quality is a compliance requirement, not only a model quality concern. You should be able to
explain where training and validation data came from, how it was cleaned, what biases may exist, and
how sensitive data is handled. Dataset documentation and access controls matter.

Technical documentation

High risk systems require technical documentation that supports assessment and oversight. Many teams
already create model cards and evaluation reports. The EU Al Act pushes you to standardize and
maintain those artifacts.

Record keeping and logging

Logging is required so that system behavior can be traced. What inputs were used. What outputs were
produced. What model version generated them. Logging needs to respect privacy and confidentiality, but
it should be sufficient to investigate incidents and demonstrate control.

Transparency and instructions for use

Providers are expected to give deployers enough information to use the system properly. That includes
intended purpose, limitations, performance characteristics, and required human oversight. If your
product is used in sensitive workflows, unclear instructions can become a liability.

Human oversight
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High risk does not mean humans must approve every output. It means you need a realistic oversight
model. Who reviews outputs. When do humans intervene. How can users override or challenge an
outcome. If you cannot answer those questions, you do not have oversight.

Accuracy, robustness, and cybersecurity

The Act expects systems to meet performance expectations and to resist manipulation. This is where Al
security testing, abuse monitoring, and adversarial evaluation become important. A model that performs
well in tests but fails under prompt injection or data poisoning is not robust.

Quality management system

High risk systems are expected to be developed and maintained under a quality management approach.
In practice, this looks like documented procedures for requirements, design, testing, release, and
corrective actions. Many software teams already have parts of this through their development process.
The gap is often consistency and documentation. Do you have a repeatable way to decide what is in
scope for testing. Do you record when you ship a fix for a model issue.

Conformity assessment and internal checks

High risk systems may require a formal assessment path. Even when external assessment is not
immediately required, you should be able to run an internal assessment that reviews documentation, test
results, and oversight practices. Treat it like an internal audit. If you ran the review today, what would you
find missing.

Post market monitoring and corrective action

The EU Al Act expects ongoing monitoring after deployment. For Al teams, this is not optional. Models
drift, new abuse techniques appear, and customer workflows change. Post market monitoring includes
collecting feedback, tracking incidents, and updating controls. Corrective action should be documented.
If you block a prompt pattern or retrain a model to fix a known issue, record it and tie it to the model
version.

Incident handling and reporting discipline

Regulated Al use cases raise the stakes for incident response. You need a way to identify potential Al
incidents, escalate them, and investigate with an audit trail. Al incidents may look different than security
incidents. A security incident might be unauthorized access. An Al incident might be an unsafe output in
a sensitive workflow. Your incident playbooks should cover both.

How EU Al Act readiness interacts with privacy and security programs

The EU Al Act is not a privacy law, but many Al systems process personal data. GDPR obligations can
still apply, including requirements around lawful basis, data minimization, and data subject rights. A
practical approach is to align Al documentation with privacy documentation. If you already maintain data
flow diagrams and retention schedules, reuse them in the Al program.

Security programs can also support EU Al Act readiness. Access control, logging, change management,
and vendor management are relevant to both. The difference is that EU Al Act readiness asks you to add
Al specific practices such as model documentation, evaluation, and oversight.
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Provider and deployer alignment

Many compliance failures happen at the handoff between the provider and the deployer. Providers may
not understand how customers use the system. Deployers may not understand the model limitations. A
readiness program should define how information flows.

Provider responsibilities: Provide documentation, testing summaries, limitations, and clear
instructions for use.

Deployer responsibilities: Use the system according to instructions, monitor outcomes in context,
and maintain human oversight where required.

What if you cannot control how customers use the system. You can still reduce risk through terms of
service, onboarding guidance, and technical guardrails that prevent obvious misuse.

A practical EU Al Act readiness approach for Al teams

You do not need to wait for a perfect legal interpretation to start. A readiness program can begin with
inventory, classification, and basic documentation. The key is to build habits that scale.

Step 1: Create an Al inventory and classify systems

List Al systems and Al enabled features in production. Document intended use, customers, and
domains. Identify which systems could be high risk based on customer use cases. If you cannot see how
customers use the tool, ask for it. Your contracts and onboarding process should not ignore the risk
context.

Step 2: Build documentation that engineers can maintain

Standardize on a small set of templates. A system card, a data note, an evaluation report, and a release
record are a strong starting point. Keep them short. Tie updates to release gates so the documents stay
current.

Step 3: Implement testing and release gates

Define acceptance criteria and repeatable tests. Include performance tests, robustness tests, and
security focused tests. For generative systems, include content safety checks and prompt injection
testing. Make it clear when a model is not allowed to ship.

Step 4: Operationalize logging and post deployment monitoring

Logging and monitoring should capture the information you need to investigate issues. Monitor drift,
misuse, and output anomalies. Create runbooks and escalation paths. Ask a practical question. If a
regulator asked you to explain an incident, could you reconstruct what happened from your logs.

Step 5: Prepare for customer and partner due diligence

Many EU customers will ask for evidence. That might include documentation, testing summaries, and
oversight descriptions. Build a readiness package that is consistent and updated. A structured package
reduces sales friction.

Common mistakes that create compliance risk
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Assuming you are not affected: If your product is used in the EU, you may have obligations even if
your company is elsewhere.

Relying on marketing categories: Classification depends on use and impact, not on what the
website says.

No audit trail for model changes: If you cannot show what changed and why, you cannot defend
your process.

Weak vendor controls: If you rely on third party models or data providers, you still need governance
and documentation.

Logging without privacy design: Logs that capture sensitive content without retention limits can
create separate privacy problems.

Business benefits of EU Al Act readiness

Building an EU Al Act readiness program can feel like extra work. It can also improve product quality and
trust. Clear documentation improves internal alignment. Strong testing reduces customer incidents. A
good oversight model reduces reputational risk. If you plan to sell into regulated industries, readiness is
often a prerequisite.

How Jacobian Engineering can help

Jacobian Engineering supports Al organizations with practical compliance planning and technical
implementation. That can include Al inventory and classification workshops, documentation template
development, control design for logging and monitoring, and security testing such as penetration testing
and Al red teaming. The goal is to build a defensible program that fits how your team ships software.

Conclusion

The EU Al Act is pushing Al teams toward clearer accountability, better documentation, and more
disciplined testing. You do not need to solve every detail at once. Start with inventory and classification,
then build repeatable artifacts and monitoring. A readiness program built now is easier to maintain than a
rushed program built when a deal or regulator forces the issue.

If you need help translating EU Al Act expectations into an engineering friendly program, Jacobian
Engineering can help you design the controls, implement supporting systems, and prepare evidence for
customers and partners.
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